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Information and Communications Technology (ICT) is concerned with the storage,
processing, presentation and communication of information by electronic means. This
includes the measurement, modelling and control of external events. ICT continues to
evolve very quickly and has now become firmly entrenched in many aspects of everyday
life, both at home and in the workplace. As ICT underpins today’s modern lifestyle, it is
essential that all users within the school are clear of the systems and procedures that are
in place to ensure its safe use as well as the personal responsibility that exists in terms of
its use and access within the school environment and beyond.

The aim of this policy is to inform users of technology inside the school of the systems and
procedures that are in place and the need for their responsible use. It outlines the ways in
which the school has taken active steps to ensure compliance with safeguarding
processes and the protection of all school stakeholders when using software and the
internet for educational, personal and recreational use.

In addition, as with other policies in the school, it takes the benchmark as the UK
compliance recommendations and statutory obligations. This includes the latest updates
relating to GDPR (General Data Protection Regulations) laws that came into effect in the
EU from May 2018.

This policy is designed to bridge the gap between the infrastructure aspects of protection
and the e-safety protocols. The level of sophistication in respect of how to protect the
users now is much greater than before, which also allows for the scrutiny of use to be
more focused. This means references to the discipline policies of the school (both staff
and student) will also be identified. This means ‘Acceptable Use’ will need to be multi-
layered in its approach, depending on the age of the user and access they have.

GDPR compliance, safety and personal privacy




GDPR

Despite the school not needing to comply with the new General Data Protection
Regulations (GDPR) because of its location, with the best practice of UK policies this has
been taken into account.

What is the GDPR?

The GDPR is an agreement across the European Union in respect of data use, protection
and storage. By 25 May 2018, all organisations holding data needed to show they were
complying with the directive.

The GDPR definition of personal data is:

“Any information relating to an identified or identifiable natural person (data subject); an
identifiable person is one who can be identified directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.”

The resulting additions to this policy will be mindful of the new regulation and use of data
and information the school holds will be critical to the safer use of the technologies
available within the school.

Use of cloud-based data

Over the last few years there has been a move away from the use of portable storage
systems within school and for staff to use outside of school. This prevents both virus
attacks from external sources and data leakage by accidental means (leaving it in a public
place, uploading it to a public use device etc.). That said, because we store it differently
now, it is crucial we take note of the implications of cloud-based storage systems. This is
particularly important bearing in mind the increasing number of cloud platforms we have
data on currently:

® SIMS Learning Gateway
® Google Drive and Google Classroom

All of these contain differing levels of data sensitivity, and we must trust (due to GDPR
regulations) that the servers where the information is held are secure. However, the
availability and use of sensitive data outside of school is still to be carefully considered. As
such the following considerations should be considered as our personal responsibility to
take note of;

e Use in a public place so data can be viewed by others is discouraged. If you are
working in a public environment (e.g. coffee shop) then ensure you are seated in a
place where no one can view the screen of your device.

e Be aware that WiFi access in public places is not secured and as such poses a
potential risk in data files being hacked from those also using it.




e Should you be using a device that has Bluetooth or hotspot capability, do you have
secure passwords or are they set at default? If it is the latter, it is conceivable that
anything you have access to is visible without your knowledge by someone else in
the immediate area you are sat, and you would not be aware of this.

VPN use

The use of a VPN on site utilising the school internet system is unauthorised and against
the policies of the school. Use of these in school is a clear breach of the Safeguarding
Policy and as such will be treated in the same way as other non-technological issues
where there are lapses of safeguarding — through the school discipline policy.

To ensure that a breach does not occur — even accidentally, through automatic means,
please ensure the setting on any device you may use for installed VPNs is set to OFF
unless manually accessed. This will maintain the integrity of the school network, and
firewall protections.

School internet

The school provides a different level of access and service depending on whether it is
wired or wireless internet that is being accessed. There are three elements to this, which
identify how the school is ensuring the safety of personnel and the integrity of the
network:

1. General policy
2. Wired policy
3. WIFI policy

General policy

e The use of Office365 and Google Drive as repositories for all items to be stored is
encouraged. In addition, users are reminded that through individual accounts; five
devices can have the office software downloaded on to them free of charge.
OneDrive and GDrive should be the repositories of choice. Saving items to the
school servers not only fills space but prevents access externally. However, if
folders and files created for individual use are to be saved on the server, please
ensure they are always saved in the ‘N’ Drive. This ensures restoration can take
place should a fault occur. Should these steps not be taken, the IT department will
not be held responsible for the loss of any documentation.

e The use of USB devices, external hard drives or any flash memory cards is strictly
prohibited, and the school systems have been configured to deny access. Please
refer to the point above in respect of where to save documentation.

e The school has blocked the use of ANY social media platform across the network.
There is no reason to access such sites during the working day.




There is also a list of blocked categories (see Appendix 1) which will prevent access
to certain materials across the network. This list is not exhaustive and can be
added to as necessary.

Where members of staff identify a website that is required that has been blocked
because of its links with one of the blocked categories — but it is needed and
deemed safe to use e.g. Pinterest, LinkedIn, then these can be added to a third list
which comprises the ‘ALLOWED URL LIST’ (see appendix 2).

Any sites that are prevented from loading on school computers because of
inappropriate material or broadcasting rights issues will NOT be allowed under any
circumstances. Unblocking of these should not be requested as the content will be
illegal in this region.

There is NO external access to the school server at any time.

Wired policy

Wi-Fi

6am-1pm are the optimum times for use. Whilst downloading video is allowed at
these times, doing so outside of the peak flow is recommended. This also helps
with removing any unwarranted content from the pop-up ads and comments on
any YouTube video.

From 3pm (outside of the school day) social media sites will be unblocked.

All equipment should be cared for in a manner that indicates it as ‘one’s own’. This
includes when students have access to the equipment in wired computer rooms.
Damage can occur in a variety of ways from using desktop units as storage thereby
blocking effectiveness of cooling systems, through to wilful damage from the
children in an ICT suite. This could also include damage caused by food and drink
when users eat around devices.

As the budget for such repairs and replacements is finite, students and staff must

be aware that such damage should be reduced to as close to zero as possible. The
school reserves the right to investigate how the damage occurred and should it be
deemed unnecessarily negligent or wilful expect recompense to militate the costs
of replacement or repair, from either staff or student as appropriate.

There are five Wi-Fi portals open for use:

‘QlS Staff’ for staff only. Each staff member has a unique login.

‘QlS Student’ for all school student devices. No social media or YouTube at any
time. Each pupil has a unique login.




® ‘QIS-LED’ for all large screens — this will stream YouTube and access the cached
video easily.

® ‘BYOD’ supports Y5 and Y6 as they trial working from their own devices.
® ‘LAPS’ for each school owned laptop. Each pupil has a unique login.

e ‘IT" is used for troubleshooting if there are any issues on any other wifi network.

Device protection

At present, this includes any devices from home that students bring in. All of these will be
configured for access using the QIS Student WiFi portal. However, it is recommended that
the use of portable devices that are linked to the network be school owned or provided
by the school to the students, and therefore comply with all the requisite compliance that
we already undertake for school equipment. The dangers of allowing unchecked devices
onto the school network are high and therefore this element of the policy will need to be
looked at as the purchase of hardware becomes more widespread.

Log in/log out — the one device policy

Every teacher will be allowed to access the QIS Staff WiFi on a mobile device during the
school day. The procedure for doing this will be to log into the network using the current
office365 login, email address and password. This will NOT affect access on the WIRED
network.

It should be noted however, that only one device at a time is able to be logged in using an
individual staff email/password combination. Should a second device be logged in at any
time using the same username/password combination it will automatically log the first
device out. This has 3 advantages for the network;

1) It means only one device at a time per person is accessing bandwidth

2) Itincreases the speed of the WiFi by only having a fixed number of devices active
at any one time

3) It allows for the school systems to identify which devices are running at any one
time and for the use to be tracked and monitored

CCTV footage — download and viewing

The CCTV cameras are positioned to ensure they identify the maximum area of the school
site, both externally and internally inside the blocks. This is to assist in the safety of all on
site, as well as the security at times the school is not officially open. They are all
positioned in public places. No classroom, toilet block or any other space where
vulnerability could be observed is covered by the CCTV. The spaces outside these areas
are covered for security purposes.

In the event of an incident occurring where CCTV footage is required, only the Executive
or Academic Principal or Heads of School can request/authorise the download. This will




then be placed in a secure encrypted folder on the school server, at which point only the
Heads of School or Principal will be able to view it to make their assessment of the
situation. No one else can make a request to download or view material obtained via the
CCTV system. Where an Assistant Head/Head of Progress wishes to potentially use such
footage they must escalate the matter to the Heads of School for this action to be taken.

Use of school IT equipment outside of school

The school, in certain circumstances, loans equipment to members of staff for their use
outside of school e.g. laptops. Should any damage or loss of equipment occur during the
period of the lease, please refer to the lease use policy for details on how this should be
reported (see appendix 3).

IT equipment requests

Any items of centrally held IT equipment that are required for use by members of staff or
students, must be requested at least 24 hours in advance of need. This can be done via
the IT ticket icon on all desktops or start drives on every school device. Failure to do so,
may well result in the equipment not being available.

Printing

Bulk photocopying should be requested for completion with at least 48 hours’ notice at
the main photocopying room in the main hall block. For individual copying needs, use of
the networked photocopiers is available.

Copying is limited to 400QR per year per account. This is fixed and will be increased only
on a case by case basis. The nominal cost of each individual copy is 15 dirhams for black
and white, and 25 dirhams for colour. This means bulk copying is highly encouraged for
both economy and ease. All Staff are expected to use the MFP machines.

Leaving protocol

When a member of staff leaves the school, the leaving protocol will be enacted. This is a
checklist that will need to be completed in order that the digital access rights to
information and documentation can be officially ended upon the departure of a staff
member.

Best practice in the UK now outlines and recognises that different users within schools
have different access to information and levels of responsibility. As a result, there are
three distinct AUP’s (Acceptable Use Policies) that ALL users will be expected to read, sign
and agree to before they will be granted access to the use of the school network
(appendix 4). This should be done on an ANNUAL basis and the AUPs amended to take
account of any changes in school policy or hardware purchase. The three categories are:

e Primary (all students from Years 1-6)




e Secondary (all students from Years 7-11)
e Adults (including Years 12&13)

In the first two categories all students should have their parents sign that they agree too.
For the latter, because of the increased access to external sites years 12 & 13 are being
given, it is beholden on them as individuals to agree to the policy. These AUPs reflect the
levels of access to materials the different age ranges can be provided with, as well as
considering the likelihood of misuse of the access given.

e-Safety

All members of the school community have a responsibility for promoting and supporting
safe behaviours in their classrooms and must follow school e-safety procedures. Where
there has been a reported breach of the safe use of technology (child or adult) these will
be investigated using the student behaviour, staff disciplinary and safeguarding policies.
This will determine the severity of the incident and identify what, if any, action should be
taken. All incidents will be recorded in the e-safety log and reviewed by a member of PLT
or SLT termly. (See appendix 5)

e-Safety in the curriculum

ICT and online resources are increasingly used across the curriculum. The school believes
it is essential for e-safety guidance to be given to the students on a regular and
meaningful basis and continually look for new opportunities to promote e-safety through
the ICT and PSHE curriculum.

Safe use of digital images (including video footage)

The development of digital imaging technologies has created significant benefits to
learning, allowing staff and students instant use of images/footage they have recorded
themselves or downloaded from the internet. However, staff and students need to be
aware of the risks associated with sharing images and with posting images on the
internet. Those images may remain available on the internet forever and may cause harm
or embarrassment to individuals in the short or longer term.

e When using digital images, staff should inform and educate students about the risks
associated with their taking, use, sharing, publication and distribution. They should
recognise the risks attached to publishing their own images on the internet e.g. on
social networking sites.

e Staff are allowed to take digital/video images to support educational aims, but must
follow school policies concerning the sharing, distribution and publication of those
images. Those images and videos can be taken on personal devices, however such
images must be uploaded to the school cloud and be deleted off personal devices
before leaving school premises.




e Care should be taken when taking digital /video images that students are
appropriately dressed and are not participating in activities that might bring the
individuals or the school into disrepute.

e Students must not take, use, share, publish or distribute images of others without
their permission

e Students’ full names will not be used anywhere on a website or blog, particularly in
association with photographs.

e \Written permission from parents or carers will be obtained before photographs of
students are published on the school website.

The school now has a definitive list on SIMS that identifies all children across the entire
school that have allowed images (photo and video) to be taken and used for all types of
media; social media, promotional material (print and digital), school website etc. This
should be assiduously adhered to in order to make sure no child that has been exempted is
in any material that could appear in public forum.

Computer misuse
Teaching and support staff

e Are responsible for ensuring that they have an up to date awareness of e-safety
matters and of the current school policy and practices.

e They report any suspected misuse or problem to the Head of Progress/Phase
Leader for investigation / action / sanction.

e Digital communications with students (email / Virtual Learning Environment (VLE))
should be on a professional level and only carried out using official school systems.
Teachers are not permitted to enter into text messages or any groups such as
WhatsApp with students or parents.

e E-safety issues are embedded in all aspects of the curriculum and other school
activities.

e They are aware of e-safety issues related to the use of mobile phones, cameras
and hand-held devices and that they monitor their use and implement current
school policies with regard to these devices.

e Inlessons where internet use is pre-planned, students should be guided to sites
checked as suitable for their use and that processes are in place for dealing with
any unsuitable material that is found in internet searches.




Students

e Are responsible for using the school ICT systems in accordance with the Student
Acceptable Use Policy, which they will be expected to sign (by a parent/carer)
before being given access to school systems.

e Have a good understanding of research skills and the need to avoid plagiarism and
uphold copyright regulations.

e Need to understand the importance of reporting abuse, misuse or access to
inappropriate materials and know how to do so.

e Will be expected to know and understand school policies on the use of mobile
phones, digital cameras and hand-held devices. They should also know and
understand school policies on the taking / use of images and on cyber-bullying.

e Should understand the importance of adopting good e-safety practice when using
digital technologies out of school and realise that the policy covers their actions
out of school, if related to their membership of the school.

e Should refrain from any online activity that is outside of school hours which may
have a negative impact within the school environment.

e Detention may be given to Secondary students for breach of AUP guidelines (see
appendix 6).

Parents/carers

Parents/carers play a crucial role in ensuring their students understand the need to use
the internet / mobile devices in an appropriate way. Research shows that many parents
and carers do not fully understand the issues and are less experienced in the use of ICT
than their child. The school will therefore take every opportunity to help parents
understand these issues through parents’ evenings, newsletters, letters, website/VLE and
information about national/local e-safety campaigns / literature. Parents and carers will
be responsible for:

e Endorsing (by signature) the Student Acceptable Use Policy.

e Accessing the school website / VLE / online student records in accordance with the
relevant school Acceptable Use Policy

Cyberbullying

Cyberbullying is the use of ICT, particularly mobile phones and the internet, to
deliberately upset someone else. The whole school community has a duty to protect all its
members and provide a safe, healthy environment. The Educations and Inspections Act
2006 states that Head teachers have the power ‘to such an extent as is reasonable’ to
regulate the conduct of pupils when they are off site. Although bullying is not a specific




criminal offence in the UK law, there are laws that can apply in terms of harassing or
threatening behaviour, for example, or indeed menacing and threatening
communications. There are many types of cyber-bullying, these are listed in Appendix 7.

Social media

The school uses Instagram and Facebook to communicate with parents with learning
posts and reminders shared daily. Please refer to the Social Media policy for full details of
compliance.

Communication with parents

All communication with parents and students should be undertaken with school accounts
or school devices. This is not only to safeguard both staff and children but also to ensure
all correspondence is traceable and transparent. There are a number of platforms that
ensure this can happen:

e  School email address

®  Phoning from the school landline
®  Google Classroom

® SIMS Learning Gateway

° SIMS InTouch

At no point should end-to-end encryption services be used to communicate with parents
(e.g. WhatsApp or iMessage) Personal phone numbers should not be given to students or
parents for any reason whatsoever. To do so would be a breach of both the safeguarding
and staff disciplinary policy.

This policy will need to be updated annually as a matter of course but also potentially
during the school year as necessary, should an unforeseen issue arise. The aim of this is to
clarify the responsibilities of the school and individual in respect of the safe and
responsible use of the technologies that the school accesses.

It is beholden on all users of technology to embrace the benefits of its use whilst
simultaneously understanding the weight of responsibility of being a digital citizen.
Adherence to the personal elements of this policy will allow the school to ensure all areas
are as safe and secure as they can be.




